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(57)Abstract: 

PROBLEM TO BE SOLVED: To improve security 
level by stopping a nonvolatile storage device from 
being rewritten in unauthorized manner by software. 
SOLUTION: A ROM rewriting program performs 
access for rewriting a write protect bit WP in a control 
register 152 to 'I 1 in a series of ROM rewrite 
processes and releases the write protect of a flash 
BIOS-ROM 18. At this time, an SMI-generating circuit 
153 issues an SMI signal to a CPU 11. In response to 
this SMI signal, an interrupt handler is actuated. The 
interrupt handler authenticates whether the access by 
the ROM rewriting program is authorized, and 
performs access for rewriting the write protect bit WP 
in a control register 152 to '0' and re-sets the write 
protect of the flash BIOS-ROM 18, and stops the rewriting when deciding that the access 
is not authorized. 
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ftA^jNDgggE&fT^ U777S20 1) , IEIi&7 
^■bX-p&S^ifdA***!]^* (7f7 7S2 0 

2) . R0M*f*^©fc*©E^JtC7^-l:^T*4fc 

(R SM) £|£frfS#, R0M#t^^©fe 
*©5piE7^-b^-C*5i;5|Sj5£5nfct&^-Ctt, ^©^ 
^•Cv' * 7 ASRSrsSflJW t * 7 S -frft ^ 2: fcif C <* o 
t->^fi&->t 7 h^V-fft (Xf*7*S20 

3) . Z\h\Z&<9, tli J ?W^777>'aROMtt 

[0039] 4*5, y7fA&y+7 h^y-f ftfJC 
^--^CS^&tTILT, 7-f h7"of? h©*%fro 
As ^ttfltft©fcfeH->+7 h^V&frSj&vfe-a-- 

[0040] (SMI V2*JSit«flD »cC, SMI© 
vx^Sih«:fT7fc«)©^i6t-oV^TIKW-r5o ±$© 

#^&<ftft 0 Zintriittft/;©, ->x7ABIOS© 
POST^-7>t±, H5H^r«fc'5C, POSTfcl 
©4^vx*£±@i&l 5 5*SJfflIl,T, SMI07X 

[O041]°(SMlM©i©» SMIO^-f 
S^tt, 7^f h7°Df^ f»^B#tI±4<, H6l37js 

7 7 -> a ROMWPHIS& 1 5 1 C*Wft£fcJ©KIS© I 

ROMftJfflMl 5 1 C^KOiHiftft&StfS-ttftfc 
ftCliV7 h 7i7CioT$J«U^X5'^C5><frSH 
e>A>© I /079*x&m&MftZft.Z>z. ££fcft® 
T\ ffiia&ffr&^SfT 5 *lft bu©/tt£© 1/07^*7,?: 

h u tj*i'#ij^« i /o h 7 7 7sm 1 u rnc 

[0 0 4 2] (SI*)a*AVK5©«iltt*) ^ 
E^7 7 7>' i ROM#t^«lS*aih-rftfc©©«J 

77->^B I OS-ROM 1 8©#tft^.ffl**?>-f, 

«, WitfEEPROMl 9, a- Kr-f^^l 6 1 

Ttfto i©«^«:H7C^-r. 

[0 0 4 3] 3ytfa-^7>f ^X*5^S1««1S©# 

t»iAC!fiis<c-it©4affl^«ftMte-r4fc, -t©4#5£ 

©^■Cfrbn* a K 7 x 7^(7)7^ ir x LT 



gfj£® S M I ft A- K x Tf J 0 *«5S4 2 

n, ^nc«feoxsii»)a*AyKv*«ieftsn4. an 9 

* T*n tf * n * aih-r * »a ft Kfrr * . 
[0044] jA±tfti«Lfc«t-5c, *mmmz-&\^x 

tf, ROMf^ftiffl/N- K^xT^O^T^-bXt 

0 . Wa'jf^ JW^^THfrS ■& « - i: » 

ti^mttzZa ftfc, SMICPBe>1\ flfe© 
A-K^xTSJOii^fcflJfflU OSltftfttSa- 

[0 0 4 5] *fc,'*S6Wtt. ±EH*»»irH3£3n 

s 4j ©t tf & < „ ^fls® mx- tf * ©s t zmm 1 ft v >is 

«»©«/SSfrCi3tf SjlSftffi^fr-tH:: J; 9«* © 
tkl£ot?mM<DWXft'<tzmMtfffi?kXZ. %m 

[0046] 

V7 h ->xT.CJ:S^»56ttia«SB©^iEft#SJft^ 
ftltft-f 4 3 i: tf^fii 1 ft 5 o 



[0 2 ] IW1IIJSP1© •> x r ATJffiffl ^777->i 
R0M#ttfe^r#«lffi©^Jl ; S:*1-7D-^ + - ho 
[03] Mfl0i'^fAT«sn5777ya 

rom» t guufMuiaJS 2 ©#iig ft^-r 

-No 

[04] ^mMMm<Di'Z7-AX'tiimznz>7 : 7y~>z. 
r oum^mxmn^mcDm 2 ©¥ iu&^-r 7n-f t 

-bo 

[05] [^»l©->XrATl£ffl£ft3POST& 

a©¥in ft^-r 7a-f + -h„ 
[06] i5i^ji^si©'>x7 L A-e^ffl5ni)SJ0ii*A 

[07] ^njfi^ffioi/^^ATfiEfflsnsfyoji^A 

l 1 -CPU 

1 2-*Xh-PC I "/'J 
1 3- i^'J 

1 5-PC I - I SA7*U 9 'J 
1 6- I/03y|-n-7 

1 8-75»S/aB I OS-ROM 

1 9-EEPROM 

1 3 1 ■•• SMR AM 

1 5 1 ■••7 7'y->aR0M»I5I^ 

1 5 

1 5 3-SMI^IHS 
1 54-7X^ bvX? 

1 5 5-vx^*jh|HlB 
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[01] *S6W©-9Sifi^JiRC«*3Vfcfa-5">^r 
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